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Complex Coordinated Terrorist
Attacks: Threat Background and
Characteristics

Complex Coordinated Terrorist Attacks (CCTAS)

CCTAs are acts of terrorism that involve synchronized and independent team(s) at multiple locations,
sequentially or in close succession, initiated with little or no warning, and employing one or more weapon
systems: firearms, explosives, fire as a weapon, and other nontraditional attack methodologies that are
intended to result in large numbers of casualties.

Purpose

This guide supports planning for Complex Coordinated Terrorist Attacks (CCTAS) and provides
a summary of their unique characteristics. The document builds on Comprehensive Preparedness
Guide (CPG) 101: Developing and Maintaining Emergency Operations Plans, and CPG 201:
Threat and Hazard ldentification and Risk Assessment (THIRA) Guide by providing planning
considerations specific to CCTAs, which are relevant both to developing a plan and to
completing a THIRA.

Background

CCTAs are an evolving and dynamic terrorist threat, shifting from symbolic, highly planned
attacks to attacks that could occur anywhere, at any time, with the potential for mass casualties
and infrastructure damage. Although some characteristics of a CCTA are similar to an active
shooter incident (e.g., use of firearms, potential for large numbers of fatalities, responding
organizations and resources), the complexities of CCTAs (e.g., multiple teams, attack locations,
and weapon types) may represent additional challenges to jurisdictions. CCTASs require the
delivery of community capabilities and resources across a wide range of Core Capabilities.
Table 1 lists examples of real-world CCTAs.

! For more information on Core Capabilities, visit: https://www.fema.gov/core-capabilities.
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CCTA Incident

Table 1: CCTA Examples

Method

Consequence

1,800+ Wounded, 190 Killed

Madrid, 2004

Train Bombings

London, 2005

Train and Bus Bombings

784 Wounded, 52 Killed

Mumbai, 2008

Firearms, Bombings, and Arson

308 Wounded, 164 Killed

Paris, 2015

Firearms and Bombings

368 Wounded, 130 Killed

Brussels, 2016

Airport and Train Bombings

330 Wounded, 32 Killed

Alexandria/Tanta, 2017 Church Bombings 126 Wounded, 45 Killed

Barcelona, 2017 Vehicle Ramming and Knife Attack | 130 Wounded, 16 Killed

These incidents demonstrate how attackers can assemble trained teams, acquire explosives,
weapons, and communications equipment, exploit open-source information to gather intelligence
on targets, and successfully carry out acts of extreme violence. Over time, assailants study and
learn from each other, improving their tactics to counter first responders and law enforcement in
an effort to increase casualties, inflict maximum damage at attack sites, and prolong incidents to
achieve sustained media coverage. Targeted acts of violence that have no direct connection to
terrorism may employ tactics that mimic CCTAs and would require the same level of
coordination to be managed effectively.

CCTA Characteristics

Based on assessments of previous CCTAs, attackers may employ the following tactics,
techniques, and procedures:

e Use pre-attack surveillance and reconnaissance to gather intelligence for tactical planning
and execution;

e Use small teams of well-armed, well-trained individuals employing military or law
enforcement style tactics;

e Select soft targets or other vulnerable environments to maximize casualties;
o Strike multiple targets simultaneously or in close succession;

e Strike quickly and move to another location before law enforcement can interdict and
disrupt;

e Employ assault weapons, explosives, improvised explosive devices (IEDs), and/or fire as
weapons; may use/incorporate other nontraditional methods, such as vehicle ramming,
knifing attacks, and dispersing chemical or biological agents.

e Delay or deny exit by victims and entry by public safety by blocking exits and/or
chaining/rigging doors with explosives, using tear gas, and/or using fire/smoke to delay law
enforcement response efforts and potentially prolong the incident;

e Take hostages to prolong the incident and/or delay law enforcement response efforts;
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Deploy diversions to slow public safety response, consume responder resources, or
draw/reorient responders toward or away from specific locations;

Exploit social media and news coverage to maximize shock value, spread misinformation,
instill fear, and promote extreme views;

Communicate effectively across assault teams, targets, and with outside leadership;

Coordinate attack timing and methods (e.g., firearms, IEDs, Hazardous Materials [HazMat])
with other attackers and parties providing assistance to assault teams;

Conduct secondary attacks on first responders, evacuation routes, and/or additional sites,
such as medical facilities, that are part of the response;

Adapt and adjust tactics and/or location quickly based on law enforcement and first
responder actions; and

Learn from past law enforcement and first responder tactics and prior CCTA incidents.

CCTA Challenges

Based on the CCTA threat, jurisdictions may face the following specific challenges when
addressing CCTAs:

Operational Coordination. The complexity of these attacks requires responders to counter
with a fully integrated and coordinated response. The ability to respond to, and subsequently
recover from, a CCTA will involve personnel and resources from a range of disciplines such
as fire, law enforcement, emergency management, emergency medical services, healthcare,
and transportation. Some of these contributors may come from the private sector. A major
challenge of a CCTA incident is integrating crisis management (e.g., law enforcement,
interdiction), consequence management (e.g., emergency management), and investigatory
functions (e.g., evidence gathering, forensics, attribution), which must be performed
simultaneously and involve entities that may not habitually operate together. To address the
dispersed geographical nature of a CCTA and the likely diversity of responding entities,
jurisdictions should plan, prepare for, and be proficient in unified command/area command.
The ability to rapidly assemble and/or recall and deploy additional resources to multiple
locations is vital. Planning should include considerations for sustained operations across
multiple operational periods for all responding public safety and support staff. Based on
historic events, operations may include both day and night operations.

A CCTA consists of a number of small teams whose intent is to overwhelm a jurisdiction’s
capabilities by targeting multiple geographically dispersed locations and maximizing
fatalities through attack methods and denial of access to casualties. While “on duty” law
enforcement may have enough resources and experience to stop attackers at one location,
jurisdictions may face challenges addressing attacks and coordinating the response at
multiple locations. CCTA tactics may involve attackers breaking contact with law
enforcement and moving to a new target or escaping before being contained at the initial
attack site. Similarly, the strategy of maximizing fatalities by denying access to casualties
could overwhelm emergency medical response capabilities and resources. Determining the
necessary resources and planning for access to those resources (i.e., mutual aid agreements)
is key to an effective CCTA response. CCTAs also can occur across jurisdictional
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boundaries, underscoring the importance of maintaining situational awareness, pre-incident
planning, and coordination among regional partners to respond and implement CCTA plans
when an initial incident presents evidence of complexity or coordination of attackers at
multiple locations.

e Incident Command. A well-coordinated incident command system is critical for an
effective response to a CCTA. The different attack locations and potential for follow-on
attacks may cause confusion among responders and hamper attempts to gather and
disseminate accurate information in real time. A cohesive approach to incident command
ensures that command officers from impacted entities (e.g., law enforcement, fire, emergency
medical services (EMS), public health, public works) have accurate information and can help
accomplish unified incident objectives. The National Incident Management System (NIMS)
describes the systems, principles, and structures that provide a standard, national framework
for incident management.2 Under NIMS, the Incident Commander is the individual
responsible for on-scene incident activities. Selection of an Incident Commander is based a
range of factors including qualifications, experience, type of incident, and location, not rank
or title.

The complex nature of a CCTA (e.g., multiple attackers, multiple locations, multidisciplined
response) may require a quick transition from a single Incident Commander to a Unified
Command to coordinate a joint response from multiple agencies. A Unified Command
enables organizations from multiple disciplines to have a voice in determining common
priorities and supports the safe synchronization of personnel and resources.

e Area Command/Unified Area Command. The existence of multiple, complex attack sites
may require the establishment of an Area Command. The Area Command:

— Provides management and coordination for two or more incidents in close proximity;

— Establishes shared objectives and maintains a shared common operating picture during
the CCTA; and

—  Works directly with the individual Incident Commanders to prioritize and allocate
resources.

An Area Command may be located at an Emergency Operations Center (EOC) facility or at
another location different from the Incident Command Post (ICP) to avoid confusion with the
ICP activities.

An Area Command becomes a Unified Area Command once the incident becomes
multijurisdictional. The Unified Area Command serves the same role as an Area Command,
with representatives from impacted jurisdictions comprising the command staff. Under both
Area Command and Unified Area Command, the tactical and operational responsibilities for
incident management activities reside with the individual on-scene Incident Commander.
Coordinated planning, training, and exercises among organizations, disciplines, and
jurisdictions potentially affected by a CCTA should address likely command structures,
activation triggers, staffing, and communication protocols.

2 Federal Emergency Management Agency, National Incident Management System, (Washington, DC)
https://www.fema.gov/national-incident-management-system. See ICS Tab 7—Consolidating the Management of
Multiple Incidents.

| 4
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e Operational Communication. CCTAs may occur with little to no warning. Establishing
timely communications among and between the affected communities, and all responding
disciplines, is critical to an effective response. An effective communication infrastructure
within the affected areas supports security operations and enhances the allocation of incident
response resources to the right location at the right time. Incident response plans should
incorporate a multidisciplinary communications approach to address emerging life-saving
and life-sustaining operations. Mobile radios with assigned interagency channels, WebEOC,
geospatial information systems, mapping programs, and other communication capabilities
can enhance situational awareness and create and maintain a common operation picture.
Jurisdictions should regularly test and exercise operational communication plans and
mechanisms.

e Public Information and Warning. During a CCTA, promptly disseminating accurate crisis
information and guidance to the public is essential for stabilizing the situation and,
potentially, for saving lives. Crisis information may include instructions for the public related
to protective actions to avoid the effects of a CCTA (e.g., shelter-in-place), or to avoid
specific areas or infrastructure (e.g., public transit). Local, state, tribal, and federal systems
such as the Integrated Public Alert and Warning System (IPAWS) and the Emergency Alert
System facilitate communication with the public, including individuals with access and
functional needs. IPAWS allows authorized alerting authorities to send a single message
through multiple communication platforms and devices to reach as many people as possible
to save lives and protect property.

A Joint Information System (JIS) provides a coordinated joint approach among response
partners to deliver accurate crisis information during and after incidents, including a CCTA.
Implementing a JIS, and identifying a Joint Information Center (JIC) where public
information activities are coordinated can help ensure timely, accurate, accessible, consistent,
and unified messaging across multiple stakeholders; minimize confusion; and quickly dispel
rumors and disinformation. Jurisdictions should consider developing and exercising
prepackaged crisis information messaging that is adaptable in the event of a CCTA.
Prepackaged messaging may include alerts, warnings, or notifications (e.g., shelter-in-place,
lockdown, evacuation activations). Both the messages and the mechanisms for distributing
those messages should account for the demographics and resources of the jurisdiction to
ensure accurate and accessible information reaches the whole community.

Jurisdictions should consider including relevant media outlets in pre-event coordination to
determine public information procedures and protocols during a CCTA. Involving the media
as planning partners can reduce the dissemination of inaccurate or sensitive information that
could endanger the public, degrade the incident response, or interfere with the incident
investigation. In addition to traditional media outlets, planners should consider using social
media to rapidly distribute accurate public information and messages. By monitoring social
media, responding agencies and incident managers can quickly identify and counter
erroneous information and rumors and increase situational awareness.

e Multiple Attack Locations. One characteristic of a CCTA is the occurrence of incidents at
multiple locations sequentially or in quick succession. Identifying a second attack at an
additional location signifies that the incident has expanded from a single-site incident (e.g.,
active shooter, arson) to a CCTA. Subsequent attacks further compound the complexity of
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the incident. Planning efforts should reflect that attack sites will transition toward recovery
individually, based on the status of response operations at each location.

— Initial Attack: When the initial (only known) attack is identified or occurs, jurisdictions
respond, rapidly establish an incident command, and mobilize, deploy, and/or employ
appropriate capabilities to counter or lessen the impacts of the incident. Initial response
efforts focus on stopping and/or containing the threat, preventing loss of life through life-
saving and life-sustaining actions, and issuing immediate public safety messages and
press release statements.

— Subsequent Attack(s): As a subsequent attack(s) occurs or is identified, responding
agencies gain situational awareness, establish ingress/egress routes, activate coordination
centers, reallocate deployed resources, alert or deploy follow-on resources, and request
local, state, and/or Federal assistance. Jurisdictions may also begin investigative and
intelligence operations.

— Recovery: Recovery efforts begin during incident response and may occur simultaneous
to law enforcement and first responder activities, depending on the security and safety at
the individual attack locations. Recovery activities may include providing continued
medical (including behavioral health) response, conducting family reunification efforts,
conducting follow-on investigative and intelligence operations, and initiating whole
community recovery and mitigation actions.

Self-Deployment/Self-Dispatch. FEMA, state, and local authorities highly discourage first
responders and other emergency personnel from self-dispatching, but some individuals
nonetheless self-dispatch. Authorities should direct self-dispatched responders back to their
home organization, which may work with local incident managers to determine if and how
additional responders may integrate into the response. Self-deploying can cause safety risks
to responders, civilians, and others who are operating within the perimeters of the incident. It
can also create additional risks, such as blocked emergency ingress/egress routes, delay of
responders gaining access to the site, loss of personnel accountability, and slowing transport
of critically injured personnel from the scene.

Rescue Task Force (RTF). The dangers associated with CCTA incidents, like active shooter
incidents, may limit the ability of emergency medical service personnel to attend to victims
in a timely manner. An RTF combines law enforcement with fire/EMS personnel to bring
medical support into “warm zones” of the incident scene where some risk exists, but has been
minimized by the law enforcement response. RTFs allow faster victim stabilization and
evacuation from the scene, but require collaboration, planning and advanced training among
law enforcement and fire/EMS personnel.

Healthcare. A CCTA may result in mass casualties. Hospitals near the scene of an attack
will likely receive an influx of walk-in wounded survivors in addition to those patients
transported by EMS. The large number of casualties will drive a need for pre-hospital care,
triage, emergency workers’ personal protection equipment (PPE), and patient accountability
capabilities. Healthcare facilities may implement preplanned protective actions for their
facility, which could slow the patient care or patient transfer from EMS. Mass casualty
events could potentially overwhelm healthcare resources and cause coordination difficulties
(e.g., limited space or staff available to support initial casualties; require patient
redistribution; influx of non-triaged casualties into emergency care facilities). Jurisdictions
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should establish procedures to provide situational awareness and keep incident commanders
informed of any hospitals and other medical facilities overwhelmed by patients, to include
self-transported individuals. Hospital personnel, with EOC support, may need to coordinate
ambulances and transportation support to relocate patients from hospitals and medical
facilities that receive but cannot manage large numbers of patients. A CCTA requires an
organized response by all elements of the healthcare system, including first responders,
transportation providers, decontamination teams, and all levels of clinical care facilities.
Time, coordination, and communication among all of these elements is essential.

e Fatality Management Services. A CCTA may overwhelm available resources to address the
timely and respectful recovery, identification, processing, and release of fatalities. Planning
efforts should include subject matter experts, such as representatives from coroner or medical
examiner offices; mortuary service providers; or Disaster Mortuary Operational Response
Team personnel, if local, to consider aspects of fatality management. Example functions
include collecting, documenting, transporting, storing, and identifying fatalities and next of
kin notification, and providing behavioral health assistance to survivors. Jurisdictions may
consider establishing a family assistance or identification center. A CCTA, as a terrorist or
criminal act, requires coordination among law enforcement and coroners/medical examiners
regarding evidentiary considerations and requirements.

e Bystander/Survivor Response. Planners need to consider the role of bystanders following a
CCTA. In many instances, these individuals are the initial First Care Providers until
emergency response personnel arrive. The lifesaving actions and initiative of bystanders and
survivors can benefit response efforts. Examples of actions that individuals take when faced
with a CCTA include immediate lifesaving medical support, providing comfort to the
injured, implementing lockdown procedures, and assisting in transporting individuals from
the scene. National programs and initiatives such as “Tactical Emergency Casualty Care”
(TECC),? “Stop the Bleed,”* and “You Are the Help Until Help Arrives™® provide individuals
the critical knowledge and training to take simple, potentially lifesaving steps should the
need arise. These measures may be key to mitigating casualties in the interval between the
time of an attack and the point when emergency medical responders arrive on the scene.
Planners should also consider that bystanders and survivors might serve as valuable
witnesses and support incident investigation efforts.

e Continuity of Operations. CCTAs may occur at any time and at multiple locations,
disrupting essential functions, services, and capabilities across the whole community.
Organizations, both government and private sector, located in and near the affected areas
may experience disruptions of routine operations and/or loss of infrastructure or critical
systems. Effective continuity planning and operations increase resiliency and ensure that
organizations can continue to provide essential functions and services during an incident.
FEMA’s Continuity Guidance Circular provides detailed guidance on continuity planning
and operations.®

3 For more information on TECC, visit https://c-tecc.org.

* For more information on “Stop the Bleed,” visit dhs.gov/stopthebleed.

5 For more information on “You Are the Help Until Help Arrives,” visit https://community.fema.gov/until-help-
arrives.

8 FEMA, Continuity Guidance Circular, (Washington, DC, 2018), https://www.fema.gov/continuity-guidance-

circular-cqgc.
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CCTAs: Planning Considerations

Planning efforts must integrate the whole community across the Prevention, Protection,
Mitigation, Response, and Recovery mission areas. The focus on whole community inclusion,
combined with a capability-based approach, helps planners enhance preparedness for all threats
and hazards, including CCTAs. This guidance focuses on developing and maintaining a CCTA
incident annex, which describes roles and responsibilities, integration mechanisms, and actions
required of a jurisdiction and its partners as a result of, and in response to, a CCTA.
Communities must develop plans based on likely requirements and the capabilities necessary to
meet those requirements. Planners should review and revise these plans as the planning process
continues and capabilities change.

The Six-Step Planning Process

Figure 1 shows the six step planning process described in Comprehensive Preparedness Guide
(CPG) 101: Developing and Maintaining Emergency Operations Plans’. While CPG 101
explains the individual steps in detail, the discussion below focuses on planning considerations
related to the development or revision of a CCTA incident annex.

STEP 1 STEP 2 STEP 3 STEP 4 STEP 5 STEP 6
Form a Understand Determine Plan Plan Preparation, \ Plan

Collaborative the Goals and Development Review & Implementation,
Planning Team Situation Objectives Approval & Maintenance

Figure 1: Six-Step Planning Process

Step 1: Form a Collaborative Planning Team

The most realistic and complete plans result from a diverse planning team that includes
representatives from the organizations that have roles in the coordination, delivery, execution,
and support of capabilities necessary to address a CCTA. Example stakeholders may come from
the following organizations/entities:

Law Enforcement e Bomb Squads.
e Local, state, tribal, or territorial law Fire Service/Medical Services
enforcement

e Fire service

e Federal Bureau of Investigation (FBI) «  Emergency medical services (EMS)

* Lawenforcement intelligence units e Hospitals and healthcare facilities
e Mental health

e Medical assistance teams

e Joint Terrorism Task Force
e Special Weapons and Tactics (SWAT)

* Fusion centers e Medical examiner.

"FEMA, CPG 101: Developing and Maintaining Emergency Operations Plans, Version 2.0, (Washington, DC,
2010), https://www.fema.gov/media-library/assets/documents/25975.
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Public Safety

Local, state, tribal, territorial, and
regional emergency management

911 call center/dispatch/communication
center

Public health
Public works

Transportation (e.g., public
transportation systems, local
transportation departments)

Emergency Operations Center (EOC)
National Guard

Hazardous materials units

Public safety communications.

Education

School administration

Academia (e.g., expert researchers,
facilitators)

School resource officers.

Other Governments and Agencies

Tribal governments

State governmental agencies (e.g.,
procurement, legal, traffic engineering,
housing and urban development)

Local governmental agencies (e.g.,
procurement, legal, traffic engineering,
housing and urban development)

Public information/External affairs
Disability services

Social Services

Federal departments/agencies
Elected officials

Coast Guard.

Private Sector

Chambers of commerce

Critical infrastructure owners and
operators (public and private)

Cellular communication providers

Retail entities (e.g., small businesses,
utilities, big-box stores, shopping malls)

Media outlets (including social media)

Educational and professional
organizations

Security organizations
Union officials.

Nongovernmental Organizations

American Red Cross
Volunteer organizations
Civic organizations
Social organizations
Faith-based organizations

Advocacy organizations (e.g.,
organizations that address disability and
access and functional needs issues,
children’s issues, immigrant and
racial/ethnic community concerns,
animal welfare, service animals).
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Core Planning Team

The core planning team, a subset of the larger collaborative planning team, should be a small
group of staff that will write the plan. Many jurisdictions have personnel with law enforcement,
fire service, public health, EMS, or other special emergency planning expertise. Their expertise
can strengthen the core planning team and inform the development, implementation, and
refinement of the CCTA incident annex. For a CCTA incident annex,

Table 2 shows a potential initial core planning team, their roles in addressing CCTA response
and recovery planning, and example organizations.

Table 2: Example Core Planning Team Members

Planning Team Member ‘ Role ‘ Example Organizations
Law Enforcement Leads prevention, protection, and collaborative | Police and sheriff's
mitigation strategies and primary response departments

Leads investigations, apprehending suspects,
rendering potential threats safe

Part of RTF component

Emergency Management | The lead planning coordinator Local emergency

Provides expertise on jurisdiction’s emergency management agencies

plans, activities, and resources along with
guidance on CCTA preparedness planning in
collaboration with Law Enforcement.

Fire Service Leads the suppression and containment of fire | Fire departments
and HazMat incidents

Part of RTF component

Emergency Medical Leads the operational medical care and Ambulance/emergency
Services transportation of victims medical services

Part of RTF component

Hospitals Coordinate primary medical care and lifesaving | Hospitals, healthcare,
efforts in partnership with operational medical and behavioral health
units facilitates

Public Health Leads the identification of and dissemination of | Health departments

information about threats to public health and
mitigation efforts.

Step 2: Understand the Situation

Prior to developing a CCTA incident annex, planners should understand their Emergency
Operations Plan (EOP) and any existing supporting plans. This is important because annexes
supplement the EOP; a CCTA incident annex therefore should be consistent with the EOP and
not duplicate or conflict with it. A jurisdiction’s base EOP or supporting plans will address many
of the responsibilities and actions taken during a CCTA, as they are frequently required
regardless of the specific threat or hazard. A CCTA incident annex should address the unique
characteristics and requirements associated with a CCTA incident (e.g., incident-specific concept
of operations, roles, responsibilities).

| 10
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Once assembled, the planning team begins identifying potential consequences and impacts of a
CCTA on the community and the capabilities necessary to address those consequences. The
CCTAs: Risk Assessment Considerations section of this document provides information and
guidance on understanding the potential consequences of a CCTA and potential CCTA
scenarios. Communities that complete the Threat and Hazard Identification and Risk Assessment
(THIRA)® process should use existing THIRA analysis to guide their efforts during this step.
Jurisdictions also should use existing plans and resources such as capability assessments and
after-action reviews to inform their planning efforts. CPG 101 provides additional detail on
conducting research and analysis on potential threats and hazards and assessing associated risk.

Step 3: Determine Goals and Objectives

In Step 3, the planning team identifies operational priorities and develops a list of goals and
objectives relative to a CCTA. These goals and objectives help inform the development of
potential courses of action in the subsequent step. Sample goals and objectives for a CCTA
might include:

e Goal 1: Stop/contain the threat to prevent further loss of life.

— Objective 1.1: Deploy law enforcement team(s) to stop/contain threat utilizing tactical
deployment based on the situation.

— Objective 1.2: Deploy fire/HazMat team(s) to detect, contain, and remove any release or
potential release of hazardous substances to control or stabilize the incident.

— Objective 1.3: Establish and secure ingress/egress routes.

— Objective 1.4: Establish Incident Command.

— Objective 1.5: Alert or deploy follow-on resources.

— Objective 1.6: Coordinate with the EOC/Joint Operations Center.

— Objective 1.7: Conduct render-safe activities, if needed.

— Objective 1.8: Identify and respond to subsequent attack.

— Objective 1.9: Establish a Unified Area Command, if required by response.
— Obijective 1.10: Establish regular communications with the fusion center.

— Objective 1.11: Gain and maintain situational awareness at additional sites.

e Goal 2: Provide timely life-saving and life-sustaining actions to those in need, from the point
of wounding onward.

— Objective 2.1: Deploy multidisciplinary teams to provide necessary medical care at the
point of injury (e.g., RTF).

— Objective 2.2: Evacuate casualties to critical care facilities.

— Obijective 2.3: Coordinate with hospitals and care facilities to determine their ability to
receive mass casualties.

— Objective 2.4: Provide medical assistance at additional attack sites.

8 Federal Emergency Management Agency, CPG 201: Threat and Hazard Identification and Risk Assessment
Guide, Third Edition, (Washington, DC), fema.gov/threat-and-hazard-identification-and-risk-assessment.
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e Goal 3: Create and maintain public messaging.
— Objective 3.1: Establish a JIC.
— Objective 3.2: Disseminate alert messaging through JIC/EOC.
— Objective 3.3: Issue protective action guidance to public.
e Goal 4: Secure potential high-priority target sites.
— Objective 4.1: Assess the risk and location of potential future sites.

— Objective 4.2: Coordinate security operations at additional at-risk sites based on the
initial attack profile.

— Objective 4.3: Activate mutual aid agreements, request resources to facilitate protective
measures at additional sites.

e Goal 5: Initiate recovery and post-incident activities.
— Objective 5.1: Establish operational reunification/survivor assistance centers.
— Objective 5.2: Conduct ongoing intelligence/investigations operations.

— Objective 5.3: Re-establish compromised critical infrastructure in the affected area, if
necessary.

Step 4: Plan Development

Based on the priorities, goals, and objectives from Step 3, the planning team begins developing
the plan. Planners can develop multiple courses action to answer the “what, who, when, where,
why, how” questions to satisfy Step 3’s objectives and actions. After developing courses of
action, planners compare the costs and benefits of each proposed course of action against the
goals and objectives. Based on this comparison, planners select preferred course(s) of action to
move forward with resource identification and additional informational requirements. The
selected course(s) of action should consider resource allocation and prioritization efforts likely
required by a CCTA (e.g., prevention vs. response, multiple attack sites/scenes). Planners should
refer to CPG 101 for detailed guidance on developing, analyzing, and selecting courses of
action.®

Step 5: Plan Preparation, Review, and Approval

Once the team develops a plan, representatives from the organizations involved in the CCTA
response should review it to validate the existing content and potentially identify additional
coordination points, functions, or resources. After this broader review, the appropriate senior
officials receive the plan for final review, approval, and signature, publication, and
dissemination.

Step 6: Plan Implementation and Maintenance

Jurisdictions should implement the plan through training and exercises so stakeholders
throughout the whole community know their roles and responsibilities before, during, and after a
CCTA incident. All organizations named in the plan and supporting partners should train to,
exercise, and become familiar with the plan. Successful implementation of the plan includes

9 FEMA, CPG 101: Developing and Maintaining Emergency Operations Plans, Version 2.0, (Washington, DC,
2010), https://www.fema.gov/media-library/assets/documents/25975.
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training personnel and organizations to deliver the capabilities, functions, and procedures that the
plan requires of them. Through exercises, incident managers further their practical understanding
of their partner organizations’ procedures and capabilities. Exercises also help to address any
known gaps, identify potential resource shortfalls or weakness in the plan, and serve as an
opportunity to identify lessons learned. The knowledge resulting from both training activities and
exercises, along with real-world events and the identification of new resources are vital
considerations for the ongoing review and future revision of the CCTA plan.
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Planning Checklist

The following checklist provides considerations for producing, reviewing, and updating a CCTA
plan or annex.

Purpose, Scope, Situation Overview, and Planning Assumptions

Purpose

O Indicate the reason the annex exists

O Include a statement of what the annex is meant to achieve
Scope

O] List trigger points for annex implementation

[0 Clearly indicate when the CCTA annex is no longer applicable and operations are
complete

Situation Overview

[ Describe the characteristics of a CCTA, including the specific threats, hazards, and risks
associated with a CCTA

[ Define what constitutes a CCTA
L1 Incorporate capabilities and capacity from all identified planning partners
I Include additional contact and location information pertaining to partner capabilities

Planning Assumptions
[J Contain a list of planning assumptions specific to the CCTA incident

Concept of Operations

[J Describe likely command structures and requirements associated with a CCTA incident
Identify the lead organization for specific functions within a CCTA scenario
Indicate who has authority to declare a state of emergency

O 0O O

Explain that operational phases may be different for each attack scene and how
coordination should happen in those instances

O

Indicate that actions at individual incident scenes may vary based on attack
characteristics and circumstances at each location

O

Address sustained operations for all responding and support staff
[J Describe the process for allocating resources to multiple scenes

01 Identify operational priorities (e.g., prevention of additional attacks versus immediate
response)

[0 Describe the process for identifying prevention and response activities and deploying
resources

1 Address how to prioritize and execute enhanced security operations at potential high-risk
attack sites based on the assessment of the initial attack profile
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L1 Address how hospitals near the scene of an attack will receive a large influx of walk-in
patients, in addition to transported patients

[J Address pre-hospital care, triage, emergency worker self-protection, and patient
accountability

1 Address how to establish and operate a family assistance/identification center
Organizing and Assigning Responsibilities

I Incorporate appropriate whole community partner agencies and organizations

LI List responsible agencies and partners and their assigned roles and responsibilities
Mutual Aid

O Identify anticipated mutual aid partners in event of a CCTA

[ Indicate the necessary resources and mechanisms to activate them (e.g., mutual aid
agreements)

L1 Describe any prerequisites for requesting mutual aid resources

O Identify communication and coordination mechanisms between mutual aid resources and
Unified Command

Direction, Control, and Coordination

[J Identify organizations represented in a Unified Coordination Group

I Provide a clear unity of command when involving multiple organizations and multiple
incident scenes

1 Address how Incident Command will address large geographic distances between scenes

Communications

Operational Communication

I Identify a mechanism to ensure timely, accurate, and consistent messaging across
disciplines and jurisdictions (e.g., JIS)

O Identify support organizations, capabilities, and teams to establish an effective and
continuous interoperable communication, including cellular communications

Public Information and Warning

O Establish a JIC to facilitate the flow of critical emergency information, crisis
communications, and public affairs communications

L1 Provide a coordinated joint approach among response partners to deliver crisis
information during and after a CCTA to ensure timely, accurate, accessible, and
consistent messaging across multiple stakeholders, to minimize confusion and dispel
rumors

O Address messaging and distribution mechanisms to account for the demographics and
resources of the jurisdiction

00 Address the use of social media to distribute public information rapidly to prevent
inaccurate or misleading information
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Administration, Finance, and Logistics

O

Identify administrative controls used to provide resource and expenditure accountability

Preparedness, Mitigation, and Recovery

O
O
O
O
O

Incorporate short-term, intermediate, and long-term recovery strategies/objectives
Address how to implement support plans for survivors and families of the deceased
Include strategies to implement the Recovery Support Functions (RSFs) after the incident
Include how to provide mental health assistance and support in recovery support efforts
Outline remediation procedures for damaged or hazardous sites

Implementation, Maintenance, and Training

O
O
O

a

O

Identify applicable, available CCTA training
Identify exercise program requirements and timelines

Identify/summarize how and to whom the plan is distributed; indicate whether it is shared
with the public

Include a schedule to review and revise the plan
Identify the process used to review and revise the plan

Include all partners involved in the annex development in the maintenance of the plan
and training schedule

Outline the responsibility of partners to review and provide changes to the plan; identify
the process to provide feedback

Authorities and References

O
O

Include a list of the relevant authorities
Include links to applicable references and guidance
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CCTAs: Risk Assessment
Considerations

Communities use the THIRA process to identify the capabilities required to address anticipated
and unanticipated risks. FEMA encourages jurisdictions to involve the whole community in the
THIRA process. Private, public, and nonprofit sector stakeholders and subject matter experts can
share information, identify community-specific considerations, and help communities better
understand the initial and cascading effects of a particular threat or hazard.

Step 1: Identify the Threats and Hazards of Concern

In Step 1 of the THIRA, communities develop a list of threats and hazards. To be included in the
assessment, each threat or hazard must meet two criteria: (1) it must have the realistic potential
to affect the community and (2) it must challenge at least one of the Core Capabilities more than
any other threat or hazard. The number of threats and hazards that each community may face
depends on the individual community’s risk profile.

Step 2: Give the Threats and Hazards Context and Estimate
Impacts

In Step 2 of the THIRA, communities add descriptions for each of the threats and hazards they
have selected, describing a scenario that shows how the threat or hazard may affect the
community and create challenges in performing the Core Capabilities. Scenarios includes critical
details such as location, magnitude, and time of an incident.

Communities also estimate the impacts these scenarios would have on their community if they
occurred. If an element of the scenario is essential to understanding the impact of an incident and
the capabilities required to manage it, the community should include that element in the context
description. The Complex Coordinated Terrorist Attacks: Threat Background and Characteristics
section of this document provides key characteristics of CCTAs.

Potential Consequences

Understanding the potential consequences of CCTAs will help planners identify and estimate
capability requirements and potential impacts, which is essential to effective planning. CCTAs
could occur in any jurisdiction, at any time, with the potential for mass casualties and
infrastructure damage. Table 3 provides additional details on the scenarios and impacts of the
CCTAs identified in Table 1.

10 For more information on the THIRA process, see CPG 201 at https://www.fema.gov/threat-and-hazard-
identification-and-risk-assessment.
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CCTA Incident ‘

Madrid, Spain
(2004)

Table 3: Consequences of CCTAs
Consequences

13 members of an Al Qaeda-affiliated network placed 13 backpacks and bags,
each containing an estimated 10 kg of explosives and metal fragments, on four
different trains bound for Madrid, Spain. Ten of the bombs detonated, nearly
simultaneously, resulting in more than 1,800 injuries and 190 deaths.

London, England
(2005)

Four Islamist extremists set off suicide bombs targeting London’s transit system.
The attack left 52 people dead (not including the four suicide bombers), with 784
injured.

Mumbai, India
(2008)

Lashkar-e-Taiba, an Islamic militant organization based in Pakistan, carried out
a series of 12 coordinated shooting and bombing attacks lasting four days
across Mumbai, India. The attacks killed 164 people and wounded at least 308
others.

Paris, France
(2015)

Over the course of three hours, suicide-bomber gunmen killed 130 people and
injured 368 others in attacks on six different locations, including a series of
restaurants and a concert venue.

Brussels, Belgium
(2016)

Suicide bombers detonated three explosive devices, two at Zaventem
International Airport and one at the Maelbeek Metro Station. The blasts killed 32
people and injured more than 330.

Alexandria/Tanta,
Egypt (2017)

Two suicide bombers detonated explosive devices at churches on Palm Sunday,
killing 45 individuals and injuring more than 120.

Barcelona/Cambirils,
Spain (2017)

Attackers drove vehicles into crowds of pedestrians, and then stabbed
bystanders with knives while attempting to escape. The attacks killed 16 people
and injured more than 130 others. Authorities believe the assailants resorted to
vehicle ramming after explosives planned for use in their attacks accidentally
exploded.

Examples of CCTA Context Description

Context descriptions transform a generic threat or hazard into a scenario. Context descriptions
include critical details that affect the size of the impacts to the jurisdiction and their capabilities,
including time, location, magnitude, and other community resilience factors that might affect the
extent of an event’s impacts.

CCTA Scenario 1

During a busy Saturday in a metropolitan area, a terror cell executes a coordinated attack.
Several cell members deploy to local parks, outdoor markets, and other mass gatherings with
pressure-cooker IEDs and automatic weapons. The intent is to detonate the IEDs and use their
automatic weapons to cause additional casualties. At 12:00 p.m., the devices detonate and the
gunmen open fire on survivors as well as first responders. At that same moment, three other
small groups of the same terror cell attack pre-identified targets, including a shopping center, a
hotel, and a popular entertainment district that includes multiple, large restaurants. Using IEDs,
grenades, fire, and automatic weapons, these three locations are now under siege. Explosions
occur at the shopping center and entertainment district while incendiaries ignite in the hotel,
causing fires throughout the building. Law enforcement has responded, but due to limited
resources, it is difficult to ascertain the number of assailants at any one location. After 90
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minutes of explosions and gun battles across the metro area, the attacks result in 85 casualties,
323 injuries of various degrees of severity, and a large-scale psychological impact on the
community. Law enforcement believes they have stopped/contained all threats, but remain on
high alert for follow-on attacks.

CCTA Scenario 2

During a heavy rush hour commute on a Friday evening in a major metropolitan area, a group of
terrorists launches a complex coordinated attack against the city’s transit system. Beginning at
5:30 p.m., numerous IEDs and suicide vests detonate on buses and subway cars, as well as
vehicle-borne IEDs (VBIEDSs) underneath rail bridges. As responders arrive and passengers
evacuate to several subway stations, other terrorists embedded in the crowd detonate remote IED
devices on platforms, and use automatic weapons to cause additional fatalities and take hostages.
In total, four subway stations have now become hostage situations, each with approximately 40
hostages. The terrorists use social media to claim responsibility, promise follow-on attacks, and
broadcast the hostage executions. After several hours, law enforcement is able to free all
remaining hostages and stop 16 terrorists. Authorities count 130 casualties and 425 injuries, and
the city government assesses extensive damage to its public transportation system from structural
damage to tunnels, trains, and buses. The city government also expects a large psychological
impact on its residents, affecting ridership on the system. Law enforcement remains on high alert
for follow-on attacks, particularly due to conflicting reports by witnesses and hostages of the
number of suspects.

Estimated Impacts

In addition to developing context descriptions, communities estimate the impacts that each
scenario would have on their jurisdictions if the threat or hazard occurred. The THIRA process
uses a uniform set of common emergency management metrics, referred to as standardized
impact language. The standardized impact language represents metrics estimated by every
community and in most cases, across multiple different threats and hazards. Table 4 lists
examples of impacts selected for a CCTA (Note: this is an abridged list, only displaying standard
impacts relevant to a CCTA).

Table 4: Example CCTA Impacts

Standard Impact Language Impact Number

(#) people requiring medical care 78
(#) people affected 210
(#) people with access and functional needs affected 32
(#) fatalities 12
(#) structure fires 9
(#) jurisdictions affected 3
(#) partner organizations involved in incident management 12
(#) HazMat release sites 1
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Step 3: Establish Capability Targets

In THIRA Step 3, communities establish capability targets, which define success for each Core
Capability and describe what the jurisdiction wants to achieve. Communities use standardized
language provided by FEMA, but identify community-specific metrics to complete these targets.
In addition to the required capability targets, communities may also develop additional targets.
Table 5 includes example standard targets applicable to CCTAs.

Mission Area

Table 5: Example CCTA Standard Capability Targets

Core Capability

Capability Target

Within (#) (time) of an incident, provide security and law

Response On-scene Security,
Protection, and Law | enforcement services to protect emergency responders and
Enforcement (#) people affected.
Response Fatality Within (#) (time) of an incident, complete recovery,
Management identification, and mortuary services, including temporary
Services storage services, for (#) fatalities.
Response Public Health, Within (#) (time) of an incident, complete triage, begin
Healthcare, and definitive medical treatment, and transfer to an appropriate
EMS facility (#) individuals requiring medical care.
Response Situational Within (#) (time) of incident, and on a (#) (time) cycle
Assessment thereafter, notify leadership and (#) partner organizations
involved in incident management of the current and
projected situation. Maintain for (#) (time).
Cross-Cutting Operational Within (#) (time) of a potential or actual incident, establish

Coordination

and maintain a unified and coordinated operational structure
and process across (#) jurisdictions affected and with (#)
partner organizations involved in incident management.
Maintain for (#) (time).
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CCTAs: Resources

Training Resources

FEMA National Training and Education Division (NTED): Provides training to the
emergency management community, other homeland security professionals, and our citizens
to enhance their skills for preventing, protecting, responding to, and recovering from
manmade and natural catastrophic events. The following CCTA related training courses can
be found at firstrespondertraining.gov/ :

— Situation Assessment for Complex Attacks (PER-328-W)

—  Critical Decision Making for Complex Coordinated Attacks (PER-335)

— Active Shooter Incident Management with Complex Incidents (PER-353)

— Advance Tactical Operations WMD Interdiction (PER-277)

— Initial Law Enforcement Response to Suicide Bombing Attacks (PER-232)

— Introduction to Tactical Emergency Casualty Care for First Care Providers (PER-356)

FEMA Emergency Management Institute (EMI). EMI serves as the emergency
management community’s flagship training institution and provides training to local, state,
tribal, territorial, Federal, volunteer, public, and private sector officials to strengthen
emergency management core competencies for professional, career-long training. The
following CCTA-related training courses are available at training.fema.gov/emi:

— E912: Preparing Communities for a Complex Coordinated Attack

— Incident Command System (ICS) 400: Advanced Incident Command System for
Command and General Staff — Complex Incidents

Center for Domestic Preparedness. The Center for Domestic Preparedness provides
advanced, all-hazards training emergency responders from state, local, tribal, and territorial
governments, as well as the Federal government, foreign governments, and private entities.
The scope of training includes preparedness, protection, and response.

— Hospital Emergency Response Training for Mass Casualty Incidents (HERT PER-902)

Federal Law Enforcement Training Centers (FLETC). FLETC is the nation’s largest
provider of law enforcement training. A component of the Department of Homeland Security
(DHS), FLETC provides basic and advanced training annually to local, state, tribal,
territorial, Federal, and international law enforcement organizations. Information on available
course is located at https://www.fletc.gov/. Relevant CCTA offerings include:

— Law Enforcement First Responder Training Program
— Tactical Medical for First Responders course

Technical Assistance Resources

Joint Counterterrorism Awareness Workshop Series (JCTAWS): JCTAWS is a two-day
workshop comprised of briefings and facilitated discussions in breakout groups. Participants
separate into four functional breakout groups: Senior Command, Operations, Community
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Coordination, and Medical Coordination. A team of local and Federal facilitators lead each
breakout group. They guide discussions and assist participants in identifying successful
practices and gaps in planning, coordination, and current operational capabilities. Each
breakout group maintains a slightly different focus, based on the everyday roles and
responsibilities of the participants. Additionally, each breakout group is cross-populated with
representatives from the other breakout groups to promote a more comprehensive discussion.
At the conclusion of the breakout sessions, each breakout group reports back to the larger
group and captures these findings for the Summary Report.

For more information, contact FEMA National Exercise Division at NEP@fema.dhs.gov.

Complex Coordinated Terrorist Attack Technical Assistance (C2TA) Program: C2TA is
a gap analysis and planning workshop series specifically designed for communities that
receive Federal funding to support planning, training, and exercising for a CCTA. C2TA is
designed for core planners of primary public safety and emergency response organizations,
including law enforcement, intelligence, dispatch/communications, fire service, emergency
medical service, emergency management, and critical public infrastructure partners. C2TA
brings together planners from different disciplines and agencies to define the gaps in their
regional plans for a CCTA and to refine those gaps into actionable steps to improve their
plans, training, and exercise programs. As a result of attending C2TA, jurisdictions will:

— Define gaps in current operational capabilities for a CCTA

— Organize gaps to support ongoing efforts in planning, training, and exercising for a
CCTA

— Recognize the vulnerabilities of interdependent emergency response and critical
infrastructure systems ina CCTA

— Improve cooperation between and across agencies and jurisdictions.

National Exercise Program (NEP): The NEP is the principal mechanism for examining and
validating core capabilities nationwide across all mission areas (Prevention, Protection,
Mitigation, Response, and Recovery). The NEP consists of a two-year, progressive cycle of
select exercises across the homeland security enterprise anchored to a common set of
strategic objectives—called Principals’ Objectives—that culminates in a biennial National
Level Exercise. Exercises are nominated into the NEP and selected based on their alignment
to the Principals’ Objectives. The types of exercises selected into the program may include
facilitated policy discussions, seminars and workshops, tabletop exercises, drills, functional
exercises, and full-scale exercises—all of which may be sponsored by organizations from
any level of government, non-governmental and private sector organizations, and other
partners across the whole community. For more information or to nominate an exercise into
the NEP, contact the FEMA National Exercise Division at NEP@fema.dhs.gov.
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Resource Types

The following are example resources from FEMA’s NIMS Resource Typing Library Tool
(RTLT),* which may be applicable in a CCTA response. Jurisdictions should include other
resources that address their specific needs for a successful response.

e Air Ambulance (Rotary-Wing) e Fatality Management Disaster Portable
Morgue Unit

e Fire Truck — Aerial (Ladder or Platform)
e Law Enforcement Strike Team

e Air Medical Transport Paramedic
e Air Medical Transport Manager

e Ambulance

e Ambulance Strike Team e Law Enforcement Helicopter (Patrol)

« Bomb Squad/Explosive Team e Mass Casualty Support Vehicle

e Behavioral Health Community Services * Medical Search and Rescue Technician

Team e Mobile Communications Unit
e Behavioral Health Specialist e Mobile Communications Center (Mobile
e Critical Incident Stress Management EOC)

Team e Paramedic
o Disaster Collapsed Structure Canine e Public Information Officer

Search Technician o Social Worker

e Emergency Medical Responder « Strike Team, Engine (Fire)

*  Emergency Medical Task Force e Structural Collapse Rescue Team
e SWAT/Tactical Teams

e Urban Search and Rescue Task Force

e Emergency/Critical Care Team
e Emergency Medical Physician
e Engine, Fire (Pumper)

Other Resources

e First Responder Guide for Improving Survivability in Improvised Explosive Device
and/or Active Shooter Incidents: This Federal multidisciplinary first responder guidance
translates evidence-based response strategies from the U.S. military’s vast experience in
responding to and managing casualties from IED and/or active shooter incidents. Evidence-
based strategies also come from its significant investment in applying combat casualty care
research to the civilian first responder environment. Additionally, the guidance incorporates
civilian best practices and lessons learned from similar incidents, both in the United States
and abroad.

Recommendations developed in this paper fall into three general categories: hemorrhage
control, protective equipment (which includes, but is not limited to, ballistic vests, helmets,
and eyewear), and response and incident management.
dhs.gov/sites/default/files/publications/First Responder Guidance June 2015 FINAL 2.pdf

11 For more information on the RTLT, visit https:/rtlt.preptoolkit.fema.gov/Public.
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Improving Active Shooter/Hostile Event Response: Best Practices and
Recommendations for Integrating Law Enforcement, Fire, and EMS: This report
informs communities of the value and necessity of developing an integrated response to
future active shooter/hostile events (ASHES), with the long-term goal of influencing change
in first responder ASHE response. The findings of this report center around two objectives:
(1) share ASHE lessons learned from participating municipalities and agencies and identify
similarities and differences in response plans, and (2) develop specific recommendations for
integrating law enforcement, fire, and EMS response.
interagencyboard.org/sites/default/files/publications/External IAB Active Shooter Summit

Report.pdf

Training Trigger: Integrated Response Operations in Active Shooter/Hostile Events
(ASHE): This fact sheet provides a brief overview of ASHE operational issues, fast facts,
activities, templates/best practices, and other resources.
interagencyboard.org/sites/default/files/publications/Training Trigger - Integrated Response
Operations in ASHE.pdf

Continuity Guidance Circular: The Circular details the fundamental theories and concepts
to unify the application of continuity principles, planning, and programs across the Nation.
Continuity of operation ensures that the whole community has essential services to function
when disruptions to normal operations occur. It provides the importance of incorporating the
specific risks into continuity planning for awareness, preparedness, planning, and
coordination between Federal and non-Federal entities. https://www.fema.gov/media-
library/assets/documents/132130

Core Capability Development Sheets: FEMA’s Core Capability Development Sheets
identify tools for organizations to sustain or improve their capabilities to close identified
gaps. https://www.fema.gov/core-capability-development-sheets

You Are the Help Until Help Arrives: A nationwide campaign to empower individuals to
act quickly to provide first care in the aftermath of an incident. This campaign focuses on
five essential actions, including moving someone away from ongoing danger, stopping life-
threatening bleeding, positioning the injured so they can breathe, keeping them warm, and
providing comfort. https://community.fema.gov/until-help-arrives

Stop the Bleed: A nationwide campaign to empower individuals to act quickly and save
lives. It provides resources to help the public learn more about bleeding control and how to
act in a situation that requires immediate responders. dhs.gov/stopthebleed

Integrated Public Alert and Warning System (IPAWS): IPAWS provides public safety
officials with an effective way to alert and warn the public about serious emergencies using
the Emergency Alert System, Wireless Emergency Alerts, the National Oceanic and
Atmospheric Administration Weather Radio, and other public alerting systems from a single
interface. https://www.fema.gov/integrated-public-alert-warning-system

Committee for Tactical Emergency Casualty Care (C-TECC): The C-TECC develops
guidelines and resources for casualty management during high-threat civilian tactical and
rescue operations. TECC build off military battlefield guidelines of Tactical Combat
Casualty Care and take into account the unique needs of the civilian medical and operational
environments. http://www.c-tecc.org
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